Monitoring and Verification:
To monitor the devices, navigate to Device Manager>Device & Groups Managed FortiGate. First

one by one right click on each device click Edit.
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Type the Location in the Map and Click OK.

Edit Device
Name DC-FW
Description
IP Address 192.168.3.1

Serial Number

Firmware Version

Admin User admin
Password sscscsce
Connected Interface 4 port1
HA Mode Stand-Alone
Meta Fields

Company/Organization
Contact Email
Contact Phone Number

Address Delhi, Delhi

FGVMEVJAIWYL3H5B (FortiGate-VMé64-KVM)
FortiGate 7.0.9, build0444
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Repeat the same tasks for other two firewalls HQ-FW and BR-FW.
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VPN Monitor:
Go to Device Manager > Monitors > VPN Monitor. The map view of traffic for all communities is

displayed.
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In the toolbar, select Show Table. A table of information is displayed under the map.

Libya

Status Device P1 Name Type Remote Gateway  Uptime P2 Name Incoming Data
4 Up BR-FWI[root] IPSec_1 automatic 192.168.1.1 01h31mO07s  4#IPSec_1 0 1.2 KB

4 Up DC-FW/[root] IPSec_1 automatic 192.168.1.1 01h 32m 45s 41PSec_1.0 168.0B

4 Up HQ-FWI[root] IPSec_2 automatic 192.168.3.1 01h32m58s  4#IPSec_2_ 0 168.0B

4 Up HQ-FWI[root] IPSec_3 automatic 192.168.5.1 01h31m27s  4IPSec_3.0 1008.0 B
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Also, can monitor from VPN Manager >IPsec VPN >VPN Communities >MAP View
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Let’s login read-only to all three firewall one by one to verify the configuration has been
pushed. In this case HQ-FW navigate to Policy & Objects >Firewall Policy
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- & Allow-FMG [ LAN (port3) M WAN-1(port1l) & all 234 = all
IPv4 DoS Policy LANto DCVPN [# LAN (port3) = IPSec_2 = all 0 Ball
Addresses LANtoBRVPN [ LAN (port3) (2 IPSec_3 = all 0 = al
Internet Service DCVPNtoLAN (=) IPSec 2 [® LAN (port3) = all 1 = all
Database
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Navigate to Network > Static Routes the routes have been created and have been pushed from
FortiManager.

b Dashboard © View || | Search Q

Destination ¥ Gateway IP % Interface Status < Distance Priority
Interfaces
DNS 0.0.0.0/0 192.168.1.254 [ WAN-1 (port1) @ Enabled 10 1
BT 10.0.2.0/24 192.168.3.1 = |PSec 2 @ Enabled 10 2
10.0.3.0/24 192.168.5.1 =) IPSec_3 @ Enabled 10 2

SD-WAN

(@ Ha-FW = Q

Network

Z & |0 AddFilter

B Policy & Objects
Security Profiles Date/Time Level Action Status Message VPN Tunnel

VPN 5seconds ago [ 1] delete_ipsec_sa delete IPsec phase 2 SA IPSec_2

User & 38 seconds ago [ ] negotiate success negotiate IPsec phase 2 IPSec_2

Authentication

- 38 seconds ago [ ] negotiate success progress IPsec phase 2 IPSec_2
ystem

38 seconds ago [ ] negotiate success progress IPsec phase 2 IPSec_2

XX Security Fabric

Log & Report 38 seconds ago [ [ ] install_sa install IPsec SA IPSec_2

. 5 minutes ago [ ] tunnel-stats IPsec tunnel statistics IPSec_3
Forward Traffic

Lo Treiae 5 minutes ago [ | tunnel-stats |Psec tunnel statistics IPSec_2

Sniffer Traffic 19 minutes ago [ ] tunnel-stats IPsec tunnel statistics IPSec_3

Events 19 minutes ago [ L} tunnel-stats IPsec tunnel statistics IPSec_2

4 | P age Created by Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717



mailto:ahmadalimsc@gmail.com

